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TOP IC  OV E R V IE W

 L ates t fraud trends
 G lobal F raud B us ines s  Intelligence B riefing

 E nterpris e approac h to payments
 C orporate s tructure
 Our people
 Our data
 Our tools

 B enefits  of a c ombined group
 Working together:  leveraging res ourc es

 New model

 Working together:  leveraging data and c ontac ts
 Murphy’s  oil fraud cas e
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FA L C ON 6 E NHA NC E D F UNC T IONA L IT Y

 E nterpris e c as e management

 S OA – c ompliant  c omponent arc hitec ture 

 Hot lis ts

 E xpanded reporting c apabilities

 A daptive analytic s

 Merc hant profiles

 G lobal intelligent profiles

 R eal T ime P roc es s ing

 Multiple s c ores  available per trans ac tion 

 Multi tenant 



FA L C ON 6 A UT HOR IZAT ION P R OC E S S  F L OW
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F R A UD P R E DIC TOR  WIT H ME R C HA NT  
P R OF IL E S
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B OT TOM L INE

 B etter fraud detec tion

 L ower fals e pos itives

 C us tomization options

G reater flexibility

Operational s tandardization 



FA L C ON 6 INT E G R AT ION R OA DMA P

 F IS  F raud Management c ommitted to:  
 L everaging our power to integrate through advanced technology 

and proprietary 
predictive analytics

 Integration initiatives  trans parent and s eamles s  for c lients :
 No dis ruption of s ervic e 
 No impac t to the c ardholder experienc e 

 C ontinued focus  on preventing fraud and mitigating ris ks

 P rojec t timeline s c heduled through early 2012
 C lient c ommunic ation plan forthc oming with s pec ific  migration 

dates  for various  F IS  authorization platforms  



F R A UD MA NA G E ME NT  P L A NS  F OR  
2011
 C onvers ion to F alcon 6, the newes t vers ion of F alcon, is  s cheduled for 

2011.
 Due to s c ope and c omplexity of the projec t implementation will likely 

involve all of 2011

 Integration of legacy MV E  debit platform into F alcon
 C ons olidated fraud management ac ros s  entire c ard enterpris e

 Travel indicator
 Ability to s egment travelling c ard holders  out of c ertain rules  will inc reas e 

ac c urac y and c ardholder s atis fac tion

 Mobile F raud Alerting
 Ability to c ontac t c ardholder via S MS  and/or e-mail to validate s us pic ious  

ac tivity

 C ros s -training of Inves tigations  teams  between R etail and C ard
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C OR P OR AT E  S T R UC T UR E

Credit/Debit/Prepaid

Gaming

Retail Check

Payroll Check Cashing

E-Commerce/CNP

Risk Management

Investigations

Real-Time Team

The Payments Fraud and Products Solutions Group is organized to
facilitate an enterprise-wide approach to fraud. All five lines of business
are supported by product, strategy, business systems development,
data/research and fraud management groups.

Account Management

Analytics

FAM

Product

PMO

Research and Data

BSD



F R A UD T E A M E XP E R T IS E

 Divers ity in backgrounds :
 F inanc e
 S tatis tic s /Math
 Information/data management
 S oc iology
 B us ines s  adminis tration
 C riminal analys is
 P redator/offender trac king
 Hos tage negotiations
 Narc otic s
 R etail s ec urity
 C orporate inves tigations
 Organized  rings
 Anti-money laundering
 C redit c ard fraud
 C hec k  payment fraud
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Risk 
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Investigators Real-Time 
Analysts 



F R A UD T E A M R OL E S

Payments

Risk Account 
Management

Analytics

Real Time 
Monitoring

Investigations

Risk analysts set the overall account 
strategies, interact with clients, and 
produce reporting

Real Time analysts monitor daily 
transactions, input fraud models 
and verify transactions with 
consumers

Investigators  identify linked 
fraud, gather case information 
and work with law enforcement 
to prosecute
fraudsters

Statisticians develop analytical 
models that score transactions



F IS  DATA
Merchant/FI

Data

Consumer

Check/

Payroll

Credit/Debit

100M Accounts

418M  Warranty  
Transactions

19B Transactions

265M 
Households

• Layers of data allow for development of a complete profile of positive/negative activity
• Pattern recognition becomes faster and more distinct with increased data



OUR  TOOL S :  S TAT IS T IC A L  MODE L S

Segmentation

Performance

Monitor

Timely 
Adjustment

Segment Examples: 
• Ability to develop the right 
model for the business 

• Payment type
• Payment amount
• Industry
• Consumer history
• Time Period

Performance Changes:
• Fraud pattern
• Population
• Payment behavior
• Product mix

Measurements and Standards:
• Decline rates (unit & $)
• Loss rates (unit & $)
• Stability index: quantifies changes in   

population
• Kolmogorov-Smimov (KS) Statistic:  

Measures model scoring performance 

Reaction and Changes:
• Monitoring is monthly
• Changes in performance can be 

adjusted in house as soon as needed



OUR  TOOL S :  DATA MINING

 Analytic al Databas es :
1. Hyperion

1. S tores  3 years  of data
2. Automated reporting

2. P arAc c el DB
1. New c olumnar tec hnology
2. Inc reas es  s peed of data mining
3. Allows  for dec is ion tree views



OUR  TOOL S :  F R A UD R UL E  WR IT ING

 E xpert R ule B as e
 G lobal R ules
 F IS  S ec ured R ules
 Applied Analytic s  R ules
 C redit and Debit



OUR  TOOL S :  F R A UD MONITOR ING

 F raud monitoring
 P robability of fraud s c oring
 C as e management
 Integrated platforms
 C redit and Debit view



OUR  TOOL S :  DA S HB OA R DS

 F raud Trend Das hboards
 Daily output 
 Interac tive drill down c apability
 G lobal Views

 Top F raud by S IC
 Top F raud by C ountry/S tate
 R ule E ffec tivenes s
 F raud by Dollar S tratific ation
 F raud by S c ore S tratific ation
 C onfirmed F raud R atio



OUR  TOOL S :  DA S HB OA R DS

 F raud Trend Das hboards
 Daily output 
 Interac tive drill down c apability
 C ountry/S tate G lobal Views

 Top F raud by C ountry
 Top F raud by S tate
 F raud Authorizations  by S tate
 F raud Volume by S tate



B E NE F IT S  OF  A C OMB INE D F R A UD G R OUP

 Improve the ability to detect and adapt to complex fraud attacks
 Leverage analytics to improve decisions and investigations
 Manage fraud across channels and products – Card, ACH, Check, 

Deposit, BillPay, Mobile, alternative payments
 Leverage fraud detection technologies across business lines

 Share lists
 Share vendor data

 Develop complete consumer profile
 Leverage positive data and trends instead of primarily fraud trends



WOR K ING  TOG E T HE R
L E V E R AG ING  S TAT IS T IC AL  R E S OUR C E S

 Model dec reas ed fals e pos itive rates  from lower s c ore bands  13: 1 to 4: 1
 Inc reas ed analys t effic ienc y by eliminating low ris k c as es  from c all queues
 S ec ond part of 2010 is  s howing lowes t trend in 2 years
 Augus t marks  beginning of operational effic ienc y c hanges  due to model  

implementation
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WOR K ING  TOG E T HE R
L E V E R AG ING  C ONTAC T S  AND DATA

 L aw enforcement identified that s us pect pos s es s ed an F IS  card
 Inves tigator queried internal data and identified trans actions  from 2 

F IS  is s uers  s us pected to be related to s us pect
 Inves tigator found a C P P  for involved F IS  cards  

 Windows  s tore in G aithers burg, MD

 Obtained video evidence from R etail contacts  and linked additional 
s us pects

 P rovided video evidence and C P P  details  to law enforcement
 17 people identified in cas e by law enforcement

 T hroughout the world, 138 ac c ounts  from this  C P P  were us ed for $67,985 
in s uc c es s ful trans ac tions  between 9/7/10 and 10/31/10

 Warrants  is s ued for local s us pects
 Arres ts  oc c urred in F ebruary 2011
 B es t evidenc e was  video from R etail c ontac ts  obtained by F IS



C L E A R WAT E R  C A S E  – MA IN 
S US P E C T

http://www.pcsoweb.com/InmateBooking/RenderImage.aspx?size=full&id=1441489�


C L E A R WAT E R  C A S E  – R E L AT E D 

S US P E C T

ARRESTED WITH 131 COUNTERFEIT CARDS 
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2010 T R A NS A C T IONS  B Y F R A UD T Y P E

Fraud Type 2009 2010 YOY % Change
Counterfeit 70.25% 52.53% -25%
CNP (MOTO) 23.86% 40.10% 68%
Stolen 3.02% 4.03% 34%
Lost 2.67% 3.07% 15%
Card Not Received 0.19% 0.22% 15%
Account Takeover 0.00% 0.03% 634%
Fraud Application 0.01% 0.02% 134%

C ounterfeit and C NP  fraud type c ontinues  to make up the majority of the fraud 
dollars . However, in 2010 there was  a s hift with C NP  inc reas ing by 68% and 
C ounterfeit dec reas ing by 25% from 2009.



2010 US  V S . F OR E IG N A UT H DOL L A R S

Auth Volume % Volume Auth Volume % Volume Auth Volume % Volume
2009 754,111,396 $35,348,742,430 98% 7,515,869 $688,470,165 2% 761,627,265 $36,037,212,595 100%
2010 816,334,975 $38,468,505,797 98% 7,911,556 $743,482,460 2% 824,246,531 $39,211,988,257 100%

YOY 8.25% 8.83% 0.00% 5.26% 7.99% 0.00% 8.22% 8.81% 0.00%

US   Auth Volume Foreign   Auth Volume Total

Authorization dollars  attempted in F oreign inc reas ed by 7.99% c ompared to 8.83% 
in the US .



2010 US  V S . F OR E IG N F R A UD DOL L A R S

2009 % of Total Fraud 2010 % of Total Fraud YOY
US 27,961,114$    75.5% 17,208,969$    68.9% -8.73%
Foreign 9,060,477$      24.5% 7,756,189$      31.1% 26.95%
TOTAL 37,021,591$    24,965,158$    

In 2010, a s hift in US  vs . F oreign G ros s  F raud Dollars  oc c urred with a 8.73% 
dec reas e in US  fraud and a 26.95% inc reas e in F oreign fraud dollars .



TOP  10 F OR E IG N F R A UD C OUNT R IE S



TOP  10 A UT H S TAT E S  IN 2010

2010 Auth Volume Avg $ per Auth % of Total Auth % of Total Volume
California 83,043,982 $3,935,275,535 $47.39 10.17% 10.23%
Florida 45,024,740 $2,469,321,080 $54.84 5.52% 6.42%
New York 48,956,306 $2,147,398,274 $43.86 6.00% 5.58%
Texas 37,688,243 $2,074,173,524 $55.04 4.62% 5.39%
Michigan 42,333,449 $1,752,036,799 $41.39 5.19% 4.55%
Pennsylvania 32,752,471 $1,580,583,308 $48.26 4.01% 4.11%
Colorado 40,370,823 $1,575,560,010 $39.03 4.95% 4.10%
Ohio 28,880,657 $1,425,081,573 $49.34 3.54% 3.70%
Maryland 31,509,965 $1,294,301,557 $41.08 3.86% 3.36%



TOP  10 F R A UD S TAT E S  IN 2010

State Fraud Dollars % of Total US Fraud % of Total 2010 Fraud
California 4,020,908$       23% 16%
Florida 1,552,400$       9% 6%
Texas 1,381,557$       8% 6%
New York 1,289,740$       7% 5%
Illinois 805,187$          5% 3%
Georgia 560,225$          3% 2%
Maryland 523,849$          3% 2%
New Jersey 522,946$          3% 2%
Washington 507,301$          3% 2%
Pennsylvania 438,793$          3% 2%

2010 Gross Fraud Dollars 24,965,158$   
US Only 2010 Gross Fraud Dollars 17,208,969$   

During 2010, C alifornia was  the top s tate for fraud ac c ounting for 23% of the total 
US  fraud dollars  and 16% of the overall 2010 fraud dollars . 



2010 A UT H DOL L A R S  B Y  S T R AT

2010 Auth Volume % ot Total Auths % ot Total Volume
$0.00 5,527,927 $0 0.67% 0.00%
$0.01 - $0.99 2,109,327 $1,337,727 0.26% 0.00%
$1.00 - $25.99 502,100,879 $4,868,226,877 60.92% 12.42%
$26.00 - $50.99 141,474,553 $5,223,077,339 17.16% 13.32%
$51.00 - $75.99 58,904,238 $3,667,081,643 7.15% 9.35%
$76.00 - $100.99 34,867,849 $3,093,425,031 4.23% 7.89%
$101.00 - $200.99 48,367,962 $6,755,538,469 5.87% 17.23%
$201.00 - $300.99 14,168,094 $3,448,212,377 1.72% 8.79%
$301.00 - $400.99 6,046,222 $2,092,420,701 0.73% 5.34%
$401.00 - $500.99 3,277,588 $1,479,733,213 0.40% 3.77%
$501.00 - $750.99 3,491,738 $2,106,615,295 0.42% 5.37%
$751.00 - $1000.99 1,483,087 $1,293,491,435 0.18% 3.30%
$1001.00 - $1250.99 706,274 $788,120,202 0.09% 2.01%
$1251.00 - $1500.99 460,172 $633,993,374 0.06% 1.62%
$1501.00 - $2000.99 508,263 $886,167,439 0.06% 2.26%
$2001.00 + 751,864 $2,874,733,812 0.09% 7.33%
TOTAL 824,246,037 $39,212,174,934 100.00% 100.00%

Almos t 61% of the total auths oc c ur in the $1.00 - $25.99 range. However, 17.23% 
of the total dollar volume oc c urs  in the greater than $101.00 - $200.99 range. 



2010 F R A UD DOL L A R S  B Y  S T R AT

2010 Fraud Transactions Fraud Dollars % of Total TXNs % of Total Dollars
$0 - $50 109,365                    2,573,425$      54.62% 10.31%
$51 - $100 38,047                      2,867,623$      19.00% 11.49%
$101 - $150 15,115                      1,855,933$      7.55% 7.43%
$151 - $200 9,407                         1,677,638$      4.70% 6.72%
$201 - $400 16,248                      4,520,015$      8.11% 18.11%
$401 - $600 5,485                         2,660,469$      2.74% 10.66%
$601 - $800 2,263                         1,571,182$      1.13% 6.29%
$801 - $1,000 1,488                         1,340,661$      0.74% 5.37%
$1,001 - $5,000 2,682                         4,750,419$      1.34% 19.03%
$5,001 - $10,000 110                            737,361$         0.05% 2.95%
$10,001 + 23                              410,434$         0.01% 1.64%

Grand Total 200,233                    24,965,158$    

While 55% of the fraud trans ac tions  took plac e in the $0 - $50 range, 19.03% of the 
fraud dollars  ranged between $1001 and $5000. 



Y OY R E A L  T IME  DE C L INE D S AV ING S

Confirmed Fraud
RT Declines Auth Volume Avg $ Auth Volume Avg $ Auth Volume Avg $ Auth Volume Avg $ Auth Volume Avg $

2009 1239 $789,198 $636.96 747 $550,695 $737.21 252 $202,195 $802.36 709 $399,605 $563.62 2,947 $1,941,693 $658.87
2010 827 $388,690 $470.00 664 $293,989 $442.75 1,031 $374,113 $362.86 1,783 $619,590 $347.50 4,305 $1,676,382 $389.40

YOY -33.25% -50.75% -26.21% -11.11% -46.61% -39.94% 309.13% 85.03% -54.78% 151.48% 55.05% -38.34% 46.08% -13.66% -40.90%

Q1 Q2 Q3 Q4 Total

R eal T ime Dec lined F raud S avings  reduc ed by 13% to $1.7M in 2010.  However, the 
s ec ond half of 2010 experienc ed 65% improvement.    



Y OY G R OS S  F R A UD L OS S E S  (B P S )

2009 Gross Loss (BPs) 2010 Gross Loss (BPs) YOY
Q1 16.38 10.08 -38%
Q2 12.98 6.53 -50%
Q3 9.02 7.22 -20%
Q4 11.24 6.44 -43%

TOTAL 12.22 7.44 -39%

G ros s  fraud los s es  dec reas ed by 39% from 2009 to 2010.



2010 OP E N TO B UY  S AV ING S



T HA NK  Y OU

Questions? 
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